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Supplementary Figure 2. CIR alongside the highest number of subjects (N). The white numbers in the middle of the CIR plot represent the CIR rounded to the nearest whole
number. The numbers at the end of the number of participants plot represent the highest number of participants for that sensing modality.

Appendix Il: Search Strategy

Web of Science
Topic = ((re-id* OR reid* OR identi*) AND
(biometric* OR biosensor*) AND

(acceleromet* OR gyroscope OR magnetomet* OR IMU OR “inertial measurement unit” OR gait OR altimet* OR “pulse transit time” OR PTT OR “blood pressure” OR SpO2
OR oximet* OR photoplethysmogra* OR PPG OR O2 OR oxygen OR respiromet* OR VO2* OR “heart rate” OR “heartrate” OR cardiogra* OR electrocardiogra* OR ECG OR
EKG OR seismocardiogra* OR ballistocardiogra* OR phonocardiogra* OR electromyogra* OR EMG OR pulse OR “bio-radar*” OR bioradar* OR Doppler OR respiration OR



3
“lung sound” OR “breath sound” OR acoustic* OR electroencephalogra* OR EEG OR “galvanic skin response” OR GSR OR “electrodermal activity” OR EDA OR “eye

movement” OR “pupil diameter” OR “pupil size” OR gesture* OR touch OR microphone OR voice OR temperature OR glucose OR “carbon dioxide” OR CO2 OR bioimpedance
OR impedance OR bluetooth OR proximity OR “ambient light” OR UV OR “ultra-violet” OR “battery usage” OR battery))

Query Link
Link

Scopus

(TITLE-ABS-KEY ( re-id* OR reid* OR identi*) AND TITLE-ABS-KEY ( biometric* OR biosensor* ) AND TITLE-ABS-KEY (acceleromet* OR gyroscope OR
magnetomet* OR imu OR "inertial measurement unit* OR gait OR altimet* OR "pulse transit time" OR ptt OR "blood pressure” OR spo2 OR oximet* OR
photoplethysmogra* OR ppg OR 02 OR oxygen OR respiromet* OR vo2* OR "heartrate” OR "heartrate” OR cardiogra* OR electrocardiogra* OR ecg OR ekg OR
seismocardiogra* OR ballistocardiogra* OR phonocardiogra* OR electromyogra* OR emg OR pulse OR "bio-radar*" OR bioradar* OR doppler OR respiration OR
"lung sound" OR "breath sound" OR acoustic* OR electroencephalogra* OR eeg OR "galvanic skin response” OR gsr OR "electrodermal activity" OR eda OR "eye
movement” OR "pupil diameter" OR "pupil size" OR gesture* OR touch OR microphone OR voice OR temperature OR glucose OR "carbon dioxide"™ OR co2 OR
bioimpedance OR impedance OR bluetooth OR proximity OR "ambient light* OR uv OR "ultra-violet" OR "battery usage” OR battery ))

Query Link
Link

PubMed

(biometric identification[MeSH Terms] OR ((biometric* OR biosensor*) AND (re-id* OR reid* OR identi*))) AND (acceleromet* OR gyroscope OR magnetomet* OR IMU OR
“inertial measurement unit” OR gait OR altimet* OR “pulse transit time” OR PTT OR “blood pressure” OR SpO2 OR oximet* OR photoplethysmogra* OR PPG OR 02 OR
oxygen OR respiromet* OR VO2 OR VO2max OR “heart rate” OR “heartrate” OR cardiogra* OR electrocardiogra* OR ECG OR EKG OR seismocardiogra* OR
ballistocardiogra* OR phonocardiogra* OR electromyogra* OR EMG OR pulse OR “bio-radar*”” OR bioradar* OR Doppler OR respiration OR “lung sound” OR “breath sound”
OR acoustic* OR electroencephalogra* OR EEG OR “galvanic skin response” OR GSR OR “electrodermal activity” OR EDA OR “eye movement” OR “pupil diameter” OR
“pupil size” OR gesture* OR touch OR microphone OR voice OR temperature OR glucose OR “carbon dioxide” OR CO2 OR bioimpedance OR impedance OR bluetooth OR
proximity OR “ambient light” OR UV OR “ultra-violet” OR “battery usage” OR battery)

Query Link
Link

IEEE Xplore (search abstract)

(re-id OR reid* OR re-identi* OR reidenti* OR identi*) AND
(biometric* OR biosensor*) AND
(acceleromet* OR gyroscope OR magnetomet* OR IMU OR “inertial measurement unit” OR gait OR altimet* OR “pulse transit time” OR PTT OR “blood pressure” OR Sp0O2)

Query Link (369 hits)
Link


https://www.webofscience.com/wos/woscc/summary/beea5d76-c9ba-4e99-8285-b327ad606f11-171e7b09/relevance/1
https://www.webofscience.com/wos/woscc/summary/beea5d76-c9ba-4e99-8285-b327ad606f11-171e7b09/relevance/1
https://www.scopus.com/results/results.uri?sort=plf-f&src=s&st1=re-id*+OR+reid*+OR+identi*&st2=biometric*+OR+biosensor*&searchTerms=acceleromet*+OR+gyroscope+OR+magnetomet*+OR+IMU+OR+%22inertial+measurement+unit%22+OR+gait+OR+altimet*+OR+%22pulse+
https://www.scopus.com/results/results.uri?sort=plf-f&src=s&st1=re-id*+OR+reid*+OR+identi*&st2=biometric*+OR+biosensor*&searchTerms=acceleromet*+OR+gyroscope+OR+magnetomet*+OR+IMU+OR+%22inertial+measurement+unit%22+OR+gait+OR+altimet*+OR+%22pulse+
https://pubmed.ncbi.nlm.nih.gov/?term=%28biometric+identification%5BMeSH+Terms%5D+OR+%28%28biometric*+OR+biosensor*%29+AND+%28re-id*+OR+reid*+OR+identi*%29%29%29+AND+%28acceleromet*+OR+gyroscope+OR+magnetomet*+OR+IMU+OR+%E2%80%9Cinertial+measureme
https://pubmed.ncbi.nlm.nih.gov/?term=%28biometric+identification%5BMeSH+Terms%5D+OR+%28%28biometric*+OR+biosensor*%29+AND+%28re-id*+OR+reid*+OR+identi*%29%29%29+AND+%28acceleromet*+OR+gyroscope+OR+magnetomet*+OR+IMU+OR+%E2%80%9Cinertial+measureme
https://ieeexplore.ieee.org/search/searchresult.jsp?action=search&matchBoolean=true&queryText=(%22Abstract%22:re-id%20OR%20%22Abstract%22:reid*%20OR%20%22Abstract%22:re-identi*%20OR%20%22Abstract%22:reidenti*%20OR%20%22Abstract%22:identi*)%20AND%20(%22Abstract%22:biometric*%20OR%20%22Abstract%22:biosensor*)%20AND%20(%22Abstract%22:acceleromet*%20OR%20%22Abstract%22:gyroscope%20OR%20%22Abstract%22:magnetomet*%20OR%20%22Abstract%22:IMU%20OR%20%22Abstract%22:%E2%80%9Cinertial%20measurement%20unit%E2%80%9D%20OR%20%22Abstract%22:gait%20OR%20%22Abstract%22:altimet*%20OR%20%22Abstract%22:%E2%80%9Cpulse%20transit%20time%E2%80%9D%20OR%20%22Abstract%22:PTT%20OR%20%22Abstract%22:%E2%80%9Cblood%20pressure%E2%80%9D%20OR%20%22Abstract%22:SpO2)&ranges=1884_2022_Year&highlight=true&returnFacets=ALL&returnType=SEARCH&matchPubs=true

(re-id OR reid* OR re-identi* OR reidenti* OR identi*) AND
(biometric* OR biosensor*) AND
(oximet* OR photoplethysmogra* OR PPG OR 02 OR oxygen OR respiromet* OR VO2 OR VO2max OR “heart rate” OR “heartrate™)

Query Link (80 hits)
Link

(re-id OR reid* OR re-identi* OR reidenti* OR identi*) AND
(biometric* OR biosensor*) AND
(cardiogra* OR electrocardiogra* OR ECG OR EKG OR seismocardiogra*)

Query Link (247 hits)
Link

(re-id OR reid* OR re-identi* OR reidenti* OR identi*) AND
(biometric* OR biosensor*) AND
(ballistocardiogra* OR phonocardiogra* OR electromyogra* OR EMG OR pulse)

Query Link (58 hits)
Link

(re-id OR reid* OR re-identi* OR reidenti* OR identi*) AND

(biometric* OR biosensor*) AND

(“bio-radar*” OR bioradar* OR Doppler OR respiration OR “lung sound” OR “breath sound” OR acoustic* OR electroencephalogra* OR EEG OR “galvanic skin response” OR
GSR OR “electrodermal activity” OR EDA OR “eye movement” OR “pupil diameter” OR “pupil size™)

Query Link (268 hits)
Link

(re-id OR reid* OR re-identi* OR reidenti* OR identi*) AND

(biometric* OR biosensor*) AND

(gesture* OR touch OR microphone OR voice OR temperature OR glucose OR “carbon dioxide” OR CO2 OR bioimpedance OR impedance OR bluetooth OR proximity OR
“ambient light” OR UV OR “ultra-violet” OR “battery usage” OR battery)

Query Link (568 hits)
Link


https://ieeexplore.ieee.org/search/searchresult.jsp?action=search&newsearch=true&matchBoolean=true&queryText=(%22Abstract%22:re-id%20OR%20%22Abstract%22:reid*%20OR%20%22Abstract%22:re-identi*%20OR%20%22Abstract%22:reidenti*%20OR%20%22Abstract%22:identi*)%20AND%20(%22Abstract%22:biometric*%20OR%20%22Abstract%22:biosensor*)%20AND%20(%22Abstract%22:oximet*%20OR%20%22Abstract%22:photoplethysmogra*%20OR%20%22Abstract%22:PPG%20OR%20%22Abstract%22:O2%20OR%20%22Abstract%22:oxygen%20OR%20%22Abstract%22:respiromet*%20OR%20%22Abstract%22:VO2%20OR%20%22Abstract%22:VO2max%20OR%20%22Abstract%22:%E2%80%9Cheart%20rate%E2%80%9D%20OR%20%22Abstract%22:%E2%80%9Cheartrate%E2%80%9D)&ranges=1884_2022_Year
https://ieeexplore.ieee.org/search/searchresult.jsp?action=search&newsearch=true&matchBoolean=true&queryText=(%22Abstract%22:re-id%20OR%20%22Abstract%22:reid*%20OR%20%22Abstract%22:re-identi*%20OR%20%22Abstract%22:reidenti*%20OR%20%22Abstract%22:identi*)%20AND%20(%22Abstract%22:biometric*%20OR%20%22Abstract%22:biosensor*)%20AND%20(%22Abstract%22:cardiogra*%20OR%20%22Abstract%22:electrocardiogra*%20OR%20%22Abstract%22:ECG%20OR%20%22Abstract%22:EKG%20OR%20%22Abstract%22:seismocardiogra*)&ranges=1884_2022_Year
https://ieeexplore.ieee.org/search/searchresult.jsp?action=search&newsearch=true&matchBoolean=true&queryText=(%22Abstract%22:re-id%20OR%20%22Abstract%22:reid*%20OR%20%22Abstract%22:re-identi*%20OR%20%22Abstract%22:reidenti*%20OR%20%22Abstract%22:identi*)%20AND%20(%22Abstract%22:biometric*%20OR%20%22Abstract%22:biosensor*)%20AND%20(%22Abstract%22:ballistocardiogra*%20OR%20%22Abstract%22:phonocardiogra*%20OR%20%22Abstract%22:electromyogra*%20OR%20%22Abstract%22:EMG%20OR%20%22Abstract%22:pulse)&ranges=1884_2022_Year
https://ieeexplore.ieee.org/search/searchresult.jsp?action=search&newsearch=true&matchBoolean=true&queryText=(%22Abstract%22:re-id%20OR%20%22Abstract%22:reid*%20OR%20%22Abstract%22:re-identi*%20OR%20%22Abstract%22:reidenti*%20OR%20%22Abstract%22:identi*)%20AND%20(%22Abstract%22:biometric*%20OR%20%22Abstract%22:biosensor*)%20AND%20(%22Abstract%22:%E2%80%9Cbio-radar*%E2%80%9D%20OR%20%22Abstract%22:bioradar*%20OR%20%22Abstract%22:Doppler%20OR%20%22Abstract%22:respiration%20OR%20%22Abstract%22:%E2%80%9Clung%20sound%E2%80%9D%20OR%20%22Abstract%22:%E2%80%9Cbreath%20sound%E2%80%9D%20OR%20%22Abstract%22:acoustic*%20OR%20%22Abstract%22:electroencephalogra*%20OR%20%22Abstract%22:EEG%20OR%20%22Abstract%22:%E2%80%9Cgalvanic%20skin%20response%E2%80%9D%20OR%20%22Abstract%22:GSR%20OR%20%22Abstract%22:%E2%80%9Celectrodermal%20activity%E2%80%9D%20OR%20%22Abstract%22:EDA%20OR%20%22Abstract%22:%E2%80%9Ceye%20movement%E2%80%9D%20OR%20%22Abstract%22:%E2%80%9Cpupil%20diameter%E2%80%9D%20OR%20%22Abstract%22:%E2%80%9Cpupil%20size%E2%80%9D)&ranges=1884_2022_Year
https://ieeexplore.ieee.org/search/searchresult.jsp?action=search&newsearch=true&matchBoolean=true&queryText=(%22Abstract%22:re-id%20OR%20%22Abstract%22:reid*%20OR%20%22Abstract%22:re-identi*%20OR%20%22Abstract%22:reidenti*%20OR%20%22Abstract%22:identi*)%20AND%20(%22Abstract%22:biometric*%20OR%20%22Abstract%22:biosensor*)%20AND%20(%22Abstract%22:gesture*%20OR%20%22Abstract%22:touch%20OR%20%22Abstract%22:microphone%20OR%20%22Abstract%22:voice%20OR%20%22Abstract%22:temperature%20OR%20%22Abstract%22:glucose%20OR%20%22Abstract%22:%E2%80%9Ccarbon%20dioxide%E2%80%9D%20OR%20%22Abstract%22:CO2%20OR%20%22Abstract%22:bioimpedance%20OR%20%22Abstract%22:impedance%20OR%20%22Abstract%22:bluetooth%20OR%20%22Abstract%22:proximity%20OR%20%22Abstract%22:%E2%80%9Cambient%20light%E2%80%9D%20OR%20%22Abstract%22:UV%20OR%20%22Abstract%22:%E2%80%9Cultra-violet%E2%80%9D%20OR%20%22Abstract%22:%E2%80%9Cbattery%20usage%E2%80%9D%20OR%20%22Abstract%22:battery)&ranges=1884_2022_Year

ACM (search The ACM Full-Text collection)

[[Abstract: re-id*] OR [Abstract: reid*] OR [Abstract: identi*]] AND [[Abstract: biometric*] OR [Abstract: biosensor*]] AND [[All: acceleromet*] OR [All: gyroscope] OR [All:
magnetomet*] OR [All: imu] OR [AIl: "inertial measurement unit"] OR [All: gait] OR [All: altimet*] OR [AIl: "pulse transit time™] OR [All: ptt] OR [All: "blood pressure™] OR
[All: spo2] OR [All: oximet*] OR [All: photoplethysmogra*] OR [All: ppg] OR [All: 02] OR [All: oxygen] OR [All: respiromet*] OR [All: vo2*] OR [AIl: "heart rate"] OR [AIl:
"heartrate"] OR [All: cardiogra*] OR [All: electrocardiogra*] OR [All: ecg] OR [All: ekg] OR [All: seismocardiogra*] OR [All: ballistocardiogra*] OR [All: phonocardiogra*] OR
[All: electromyogra*] OR [All: emg] OR [All: pulse] OR [All: "bio-radar*"] OR [All: bioradar*] OR [All: doppler] OR [All: respiration] OR [All: "lung sound"] OR [All: "breath
sound"] OR [AIl: acoustic*] OR [All: electroencephalogra*] OR [All: eeg] OR [All: "galvanic skin response™] OR [All: gsr] OR [All: "electrodermal activity"] OR [All: eda] OR
[All: "eye movement™] OR [All: "pupil diameter"] OR [All: "pupil size"] OR [All: gesture*] OR [All: touch] OR [All: microphone] OR [All: voice] OR [All: temperature] OR
[All: glucose] OR [All: "carbon dioxide"] OR [All: co2] OR [All: bioimpedance] OR [All: impedance] OR [All: bluetooth] OR [All: proximity] OR [All: "ambient light"] OR [All:
uv] OR [AIl: "ultra-violet"] OR [All: "battery usage"] OR [All: battery]]

Query Link (411 hits)
Link

Appendix I11: Data Extraction Characteristics

‘ Extracted Study Characteristic

1 study title

2 year the study was published

3 country in which the study was conducted

4 number of participants

5 participants’ health status

6 participants’ age

7 participants’ sex

8 sensing modality (sensor/trait)

9 wearable sensor used

10 sensor resolution

11 the number of sessions (we define a session as a unique data collection period with no resting intervals or resting intervals of less than 15-minute each.
Session intervals should only exist for studies with multiple sessions.)

12 session interval (This is the time between sessions.)



https://dl.acm.org/action/doSearch?fillQuickSearch=false&target=advanced&expand=dl&field1=Abstract&text1=re-id*+OR+reid*+OR+identi*&field2=Abstract&text2=biometric*+OR+biosensor*&field3=AllField&text3=acceleromet*+OR+gyroscope+OR+magnetomet*+OR+IMU+OR+%E2%80%9Cinertial+measurement+unit%E2%80%9D+OR+gait+OR+altimet*+OR+%E2%80%9Cpulse+transit+time%E2%80%9D+OR+PTT+OR+%E2%80%9Cblood+pressure%E2%80%9D+OR+SpO2+OR+oximet*+OR+photoplethysmogra*+OR+PPG+OR+O2+OR+oxygen+OR+respiromet*+OR+VO2*+OR+%E2%80%9Cheart+rate%E2%80%9D+OR+%E2%80%9Cheartrate%E2%80%9D+OR++cardiogra*+OR+electrocardiogra*+OR+ECG+OR+EKG+OR+seismocardiogra*+OR+ballistocardiogra*+OR+phonocardiogra*+OR+electromyogra*+OR+EMG+OR+pulse+OR+%E2%80%9Cbio-radar*%E2%80%9D+OR+bioradar*+OR+Doppler+OR+respiration+OR+%E2%80%9Clung+sound%E2%80%9D+OR+%E2%80%9Cbreath+sound%E2%80%9D+OR+acoustic*+OR+electroencephalogra*+OR+EEG+OR+%E2%80%9Cgalvanic+skin+response%E2%80%9D+OR+GSR+OR+%E2%80%9Celectrodermal+activity%E2%80%9D+OR+EDA+OR+%E2%80%9Ceye+movement%E2%80%9D+OR+%E2%80%9Cpupil+diameter%E2%80%9D+OR+%E2%80%9Cpupil+size%E2%80%9D+OR+gesture*+OR+touch+OR+microphone+OR+voice+OR+temperature+OR+glucose+OR+%E2%80%9Ccarbon+dioxide%E2%80%9D+OR+CO2+OR+bioimpedance+OR+impedance+OR+bluetooth+OR+proximity+OR+%E2%80%9Cambient+light%E2%80%9D+OR+UV+OR+%E2%80%9Cultra-violet%E2%80%9D+OR+%E2%80%9Cbattery+usage%E2%80%9D+OR+battery

13 sensor positioning

14 experimental settings

15 minimum amount of data needed (This is the minimum amount of data sufficient to re-identify an individual)

16 the time needed for re-identification (this is the time the algorithm takes to process the individual’s data to re-identify them)

17 classifier (this is the classifier used for identifying individuals)

18 performance metrics (In biometrics systems performance is a measure of how good the system is at identifying a person. The primary metrics often include

Correct Identification Rate (CIR) and Equal Error Rate (EER). EER is a point on a biometric system’s Receiver Operating Characteristic (ROC) curve where
the False Acceptance Rate (FAR) and the False Rejection Rate (FRR) cross. The lower the EER of a system, the better the performance.)

the stimulus used (for EEG, we extracted information on the kind of stimulus used for the study)

number of channels (for EEG, EMG and PPG we extracted information on the number of channels the device(s) used had)

number of leads (for ECG we extracted information on the number of leads for the captured ECG)

Appendix IV: Tables of Characteristics

ECG

Sessions

Session
Interval

Device

Sensor Position

Table 1. Extracted study characteristics for each included study

Resolution

Settings

Amount of
data needed

Classifier

Performance

Yeetal! 5 multiple over 6 | - VitalJacket® chest 200 Hz free-living 1 heartbeat SVM 1 heartbeat
months CIR: =~62-5—-98%

6 heartbeats CIR:
~69-100%

Chandrashekhar 5 1 - Apple Watch Series 5 | wrist + finger 514 Hz lab - kNN CIR: 99-2%

etal.? EER: 0-8%

Randazzo et al.® 6 multiple - custom ECG Watch between wrists 1 kHz lab - MLP CIR: 99%

Zhang and Zhou* 10 (arm) 2 - custom single-arm upper left arm + 500 Hz lab - CNN arm CIR: 98:8%

14(ear) ECG + ear-ECG behind ear ear CIR: 91-1%
Zhang et al.® 10 1 - custom single-arm upper left arm 500 Hz lab - CNN CIR: 98-4%
ECG
Lehmann and 20 2 (lab) - EcgMove3 & chest 1024 Hz lab + free- 3 heartbeats RF ROC AUC: 84-3%
Buschek® 6 (free-living) EcgMove4 living EER: 21-91%




Derawi’ - 30 1* - custom ECG chest 1bpm lab 1 minute RBFNetwork CIR: 97-5%
EER: 0-98%
Pourbabae et al.® - 33 multiple over 6 - OMsignal apparel torso - free-living 10 heartbeats CNN CIR: 96%

weeks

EEG

Stimulus

1* though the paper records the sessions as 5, data was taken continuously for 5 minutes and we consider this to be 1 session
Table 1. Main study characteristics for included studies focusing on ECG

Channels

Sessions

Session
Interval

Device

Sensor
Position

Resolution

Settings

Amount of
data needed

Classifier

Performance

Ericsen et al.® visual 14 4 1 - Emotiv head 128 Hz lab - - CIR: 87-5%
EPOC FAR: 12-5%
FRR: 12-5%
Thomas et al.*° REO +REC | 14 6 multiple - Emotiv head 128 Hz lab 20s - CIR: 88-33%
EPOC
Yap et al.t REC, visual 14 8 2 (morning + - Emotiv head 256 Hz lab - SVM REC CIR: 96-42%
afternoon sessions) EPOC+ visual CIR: 99-06%
Bashar et al.12 REC 5 9 multiple over 6 - Emotiv head 128 Hz lab - SVM CIR: 94-44%
weeks Insight
Jayarathne et al.® | REC, visual, | 14 12 |1 - Emotiv head 128 Hz lab - kNN, QDA, | CIR: 100%
mental task EPOC SVM
Dan et al.** REC 1 13 |3 at least 1 day Neurosky | head 512 Hz lab - SVM CIR: 87-2%
MindSet
Rosli et al.*® visual 14 13 |1 - Emotiv head 128 Hz lab - kNN CIR: 92-8%
EPOC
Nakamuraetal.’* | REC 2 15 2 5-15 days custom in- | in-ear 1200 Hz lab 60s cosine CIR: 95-7%
ear EEG distance
Dai et al.” mental task 1 16 |1 - Neurosky | head 512 Hz lab 10s SVM CIR: 93-73%
Mindwave
Moctezuma and imagined 14 20 1 - Emotiv head 128 Hz lab - SVM CIR: 92%
Molinas'® speech EPOC
Sooriyaarachchi music with 4 20 multiple over 2 > 1 week Muse head 220 Hz lab - RF listening to favorite
etal.® eyes closed months Headset song CIR: 99-46%
listening to same
song CIR: 98-39%
Koike-Akino et mental task 14 25 1-2 15-60 min Emotiv head 128 Hz naturalistic 12.8 s LDA CIR: 96-7%
al.® Epoc




Abo-Zahhad et eye blinks 1 25 1-2 > 2 weeks Neurosky | head 512 Hz lab - LDA CIR:97-3%

al. Mindwave EER: 3-7%

Gopal and visual + free- | 14 26 2 4 - 5 days Emotiv head 128 Hz lab - deep EER: 0-14%

Shukla? text typing EPOC learning

Moctezuma et imagined 14 27 1 - Emotiv head 128 Hz lab - RF CIR: 98%

al.® speech EPOC

Zhang et al.%* REO 1 46 |1 - Neurosky | head 512 Hz lab 2s Ensemble CIR: 95-48%

Mindwave Classifier
Kaur et al.® music with 14 60 |1 - Emotiv head 128 Hz lab - HMM CIR: 97-5%
eyes closed EPOC
Table 2. Main study characteristics for included studies focusing on EEG
EMG
Channels N Sessions  Session | Device Sensor Position Resolution = Settings =~ Amount of | Classifier Performance
Interval data needed

Luetal?® 8 21 1 - MYO armband upper forearm 200 Hz lab - CNN CIR: 99-20%

Luetal? 8 21 1 - MYO armband upper forearm 200 Hz lab - ExtraTrees Classifier CIR: 99-21%

Rauraleetal.® | 8 65 multiple - MYO armband upper forearm 200 Hz lab - deep learning CIR: 92-08%
EER: 16-42%

Table 3. Main study characteristics for included studies focusing on EMG
PPG

Cao et al.?® 7 6 10 days custom PPG wristband wrist 400 Hz lab 4 heartbeats RF F1 score: 97-2%

Jindal et al.® 11 1 - wrist-worn device wrist 125 Hz lab - RBM + DBN CIR: 96-1%

Everson et al.® 12 1 - wrist-worn device wrist 125 Hz lab - CNN+LSTM CIR: 96%
Precision: 89%
Recall: 84%

Zhao et al.*? 20 1 - custom wearable wrist 300 Hz lab - Gradient Boosting Tree CIR: >90%

Table 4. Main study characteristics for included studies focusing on PPG




PCG

Sessions Session Device Sensor Position Resolution Settings Amount of Classifier Performance
Interval data needed
Khan et al.*® 30 multiple in | - BSL stethoscope SS30L" chest near - lab <=10s SVM CIR: 95-4%
4 months pulmonary valve
Zhao and Shen®* 30 3 - HL200 electronic stethoscope™ | chest near 2000 Hz lab 8s GMM CIR: 100%
pulmonary valve
Cheng et al.* 40 2 =] hr Q shoulder-belt wireless heart | chest supported by | 11025 Hz lab 1 heartbeat Euclidean Distance and CIR: 97-5%
sound sensor shoulder belt the close principle
Fahad et al.% 50 2 <24 hrs ThinkLabs Rhythm digital chest near 11025 Hz lab - Ensemble of Bagged CIR: 86-7%
electronic stethoscope” pulmonary valve Decision Trees
F. Beritelli® 70 2 2-35 days ThinkLabs Rhythm DS32A | chest near 11025 Hz lab 6s linear separability curves | EER: 9%
electronic stethoscope” pulmonary valve
Abo-Zahhad et al.® 206 2 <24 hrs ThinkLabs Rhythm digital chest near 11025 Hz lab ls LDA and Bayes Decision | CIR: 91-05%
electronic stethoscope” pulmonary valve Rule EER: 3-2%

Gait

Sensor(s)

Sessions

Table 5. Main study characteristics for included studies focusing on PCG

Session Device

Interval

Sensor
Position

Resolution

Settings

Amount of
data needed

Classifier

Performance

Kim et al.*® acc + gyro 8 1 - inertial sensor shoe 100 Hz lab - RF CIR: 97-9%
(EBIMU24gv3) EER: 2-4%
Jeon et al.*° acc + gyro 8 1 - prototype IMU earring | behind ear | 20 Hz lab 5 step cycles CNN (Alexnet) CIR: 100%
Cola et al.* acceleration 15 1 - Shimmer 3 wrist 50 Hz lab - - AUC: 99-6%
EER: 2-9%
Retsinas et al.*? acc + gyro 20 20+days | 2hr Samsung Gear S3 wrist 20 Hz free-living | - DNN We Thank
charging Frontier smartwatch
Thank | /Tao et acc + gyro 22 1 - custom inertial sensor in-shoe 20 Hz controlled - PNN CIR 87-5%
al.*® free-living
Moon et al.* acc + gyro + 30 1 - Footlogger insole shoe 100 Hz lab - CNN + RNN acc CIR: 97-98%
pressure insole gyro CIR: 98-24%
pressure CIR: 98-85%
Sudhakar et al.*s acc + gyro 30 2 - MetaWear C Board wrist 100 Hz lab 10s SWV-SVM CIR: 100%
Ferlini et al.*® in-ear 31 8 - MINISO Marvel in-ear 48 kHz lab - SVM BAC: 97-26%
microphones earphones FAR: 3-23%
FRR: 2-25%
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Musale et al.*’ acc + gyro 51 1 - Motorola 360 Sport 2nd | wrist 100 Hz lab - RF CIR: 91-8%
Gen smartwatch EER: 8-2%
Baek et al.*® acc + gyro 51 1 - Motorola 360 Sport 2nd | wrist 100 Hz lab 1 walk cycle DNN EER: 1-8%
Gen smartwatch
Johnston and accelerometer 59 1 - LG G Watch wrist 20 Hz lab 10s MLP CIR: 98%
Weiss* EER: 2%
Johnston and gyroscope 59 1 - LG G Watch wrist 20 Hz lab 10s MLP CIR: 94-6%
Weiss* EER: 6:3%
Al-Naffakh et al.*® | acc + gyro 60 multiple 3 weeks Microsoft Band wrist 32 Hz lab - MLP EER: 0-05%
Table 6. Main study characteristics for included studies focusing on gait
IMU Sensors
Sessions Session Device Sensor Resolution Settings Amount of Classifier Performance
Interval Position data needed
Acar et al.** keystroke dynamics 34 2 - Android Wear wrist 100 Hz lab 30s MLP CIR: 99-2%
(acc + gyro) smartwatch EER: 1%
Rahman etal.®? | keystroke dynamics 49 1 - LG G Watch wrist 20 Hz lab 10s MLP CIR: 87-2%
(acc + gyro) FAR: 0-2%
Griswold- handwriting (acc) 53 2 >24 hrs LG Urbane 2 smartwatch | wrist 100 Hz lab - CNN + RNN EER: 5-51%
Steiner et al.%®
Buriro et al.** gestures (acc + gyro) 11 3 1 day Motorola Moto 360 wrist 50 Hz lab - MLP CIR: 80-52%
smartwatch FAR: 21-65%
Weiss et al.* brushing teeth (acc + 51 1 - LG G Watch wrist 20 Hz lab 50s RF CIR: 96-1%
gyro) EER: 14-4%
Weiss et al.® eating pasta (acc + 51 1 - LG G Watch wrist 20 Hz lab 50s RF CIR: 84-0%
gyro) EER: 18-5%
Retsinas et al.2 | sleeping (acc + gyro + 20 20+ days 2hr Samsung Gear S3 wrist 20 Hz free-living | - DNN acc CIR: 57-67%
hrm) charging Frontier smartwatch gyro CIR: 67-97%
hrm CIR: 71-09%
Saleheen et al.*® | accelerometer 353 | 70daysat | - unspecified wrist-worn | wrist 25 Hz free-living | - CNN Re-1D-Risk: 96%
least 8 wearables
hrs/day
Lee et al.>” vibration (acc + gyro) 20 2 7 days Apple Watch Series 3 wrist 100 Hz lab - SVM EER: 1-37%

Table 7. Main study characteristics for included studies focusing on IMUs
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free-living

Joetal.® skin spectroscopy 73 1 - Multispectral Skin wrist - lab - LDA FAR: 0-29%
Photomatrix Device FRR: 3-54%
Maiorana & seismocardiogram 10 1 - 5 MEMS measurement | chest - lab 5s CNN CIR: 99-9%
Massaroni®® units
Hsu et al.% seismocardiogram 20 1 - Biopac MP36” chest 5 kHz lab 1s CNN (ResNet-50) CIR: 100%
EER: 0%
Takeda et al.f! | pressure 10 1 - Octsens 8-channel below feet 100 Hz lab 8 steps Euclidean distance FAR: 0-02%
wearable sensor FRR: 0-83%
Chauhan et breathing sounds 10 3in7 >=3 days iPhone 6" and Nexus in hand 8 kHz lab 1 breath GMM CIR: >94%
al.% (microphone) days 6P"
Chauhan et breathing sounds 10 3in7 >=3 days iPhone 6" and Nexus in hand 8 kHz lab 1 breath LSTM F-score: 80-94%
al.% (microphone) days 6P"
Raji et al.® breathing patterns 10 1 - custom smart chest - lab 1 minute MLP CIR: 98%
chestband
Gao et al.® ear canal echo 20 1 - custom in-ear in-ear 44,100 Hz lab 3s SVM BAC: 97-52%
(in-ear microphone) headphones with
microphone
Lei et al.®® ear canal echo 50 1 - custom in-ear in-ear - lab - CNN (ResNet-18) FAR: 5%
(in-ear microphone) headphones with FRR: 3-2%
microphone
Noh et al.*’ bioimpedance 33 5 1 week custom device left wrist - lab - CNN upper limb CIR:
95-70%
upper limb EER: 0-98%
Noh et al.®’ bioimpedance 33 5 1 week custom device left wrist - lab - CNN finger CIR: 77-62%
finger EER: 5:05%
Schneegass et bone conduction 10 1 - Google Glass head via - lab 23s 1NN CIR: 97%
al.%8 audio eyeglass EER: 6:9%
Piciucco et EDA 17 2 7 days Empatica E4 wrist 4 Hz free-living | 10s CNN (MobileNet v2) 10s CIR: 94-31%
al.% 205 CIR: 94-91%
Piciucco et BVP 17 2 7 days Empatica E4 wrist 64 Hz free-living | 10s CNN (MobileNet v2) 10 s CIR: 91-46%
al.% 205 CIR: 95-12%
30s CIR: 96-23%
Ekiz et al.”™ HRV 8 1 - Empatica E4 wrist 64 Hz controlled | 2 minutes RF EER: 6-77%
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Ekizetal.” HRV 3 1 - Samsung Gear S wrist 100 Hz controlled | 2 minutes RF EER: 13-28%
free-living

Ekiz etal.” HRV 17 1 - Samsung Gear S2 wrist 100 Hz controlled | 2 minutes RF CIR 98-48%
free-living EER 3-96%

Table 8. Main study characteristics for included studies focusing on miscellaneous sensors

Step count

Trait (s) RESS] Session Device Sensor Resolution Settings Amount of Classifier Performance
Interval Position data needed

Vhanduri and step counts, heart | 400 multiple - Fitbit Charge HR wrist - free-living | 5 minutes SVM sedentary CIR: 93%
Poellabauer™ rate, calorie burn over 17 non-sedentary CIR: 90%
and MET months
Vhanduri and step counts, heart | 421 | multiple - Fitbit Charge HR wrist - free-living | 5 minutes SVM CIR: 92:97%
Poellabauer™ rate, calorie burn over 2
and MET years

Table 9. Main study characteristics for included studies focusing on step count

Abbreviations

N number of subjects K number of sessions

* study not done on a wearable INN 1-Nearest-Neighbor

BAC Balanced Accuracy BVP Blood Volume Pulse

CIR Correct Identification Rate CNN Convolutional Neural Network
DBN Deep Belief Network DNN Deep Neural Network

EDA electrodermal activity EER Equal Error Rate

FAR False Acceptance Rate FRR False Rejection Rate

GMM Gaussian Mixture Model HMM Hidden Markov Model

HRV heart rate variability IMU inertial measurement unit

KNN k-nearest neighbors LDA Linear Discriminant Analysis
LSTM Long Short-Term Memory MET metabolic equivalent of task
MLP multilayer perceptron PNN Probabilistic Neural Network
REC resting state with eyes closed REO resting state with eyes open
Re-ID Risk Re-identification Risk RF Random Forest

RNN Recurrent Neural Network SVM Support Vector Machine

SWvV Sliding Window Voting QDA Quadratic Discriminant Analysis

RBM Restricted Boltzmann Machines
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Appendix V: Study Quality and Publication Bias Assessment

For study quality assessment, standard clinical study assessment tools were not applicable because none of the included studies were clinical. Instead,
we designed a custom assessment tool with four overall quality categories: high, medium, low, and very low.

The following questions were multiple choice with Yes, No, or Somewhat as answers:

Was the study objective or research question clearly stated?

Was the study population clearly defined, specified, and representative of the general population?
Was the data collected in a way that supports the research question or study objective?

Did the study describe the wearable device used?

Did the study describe the sensor resolution?

Did the study describe the classifier used?

Did the study report the amount of data needed for re-identification?

Were the results valid?

Were the results well described?

CoNo LN E

To examine the potential of publication bias, we looked at each study's funding source, authors' conflicts of interest, and any other factors that could
result in publication bias. We then rated each study into any of the three categories:

e Undetected

e Strongly Suspected

e Very Strongly Suspected

For the overall study quality, we classified each study into either of the four quality categories depending on the number of YES votes it received
from two of the reviewers resulting in the following:

High Quality (7-9 YESS)

Moderate Quality (5-6 YESS)

Low Quality (3-4 YESS)

Very Low Quality (0-2 YESS)

If publication bias is undetected, the overall study quality is not affected; however, when it is strongly suspected, the overall study quality degrades
by one level, and when it is very strongly suspected, the overall study quality degrades by two levels.
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