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Abstract

Background: The German electronic health record (EHR) aims to enhance patient
care and reduce costs, but users often worry about data security. In this article, we
propose and test communication strategies to mitigate privacy concerns and increase
EHR uploads.

Objective: We explore whether presenting a privacy fact sheet (PFS) before
interacting with the EHR increases users' willingness to upload medical reports. Our
study examines the effects of PFS framing and length on this decision.

Methods: In an online user study with 227 German participants, we used a realistic
EHR click dummy and varied the PFS in terms of length (short vs. long) and framing
(EHR-centered vs. patient-centered).

Results: The results show that a PFS has a positive effect on uploading (OR 4.276,
P=.015). Although there was no effect regarding the length of a PFS, a patient-
centered framing increased uploads compared to an EHR-centered framing (OR
4.043, P=.003).

Conclusion: Displaying PFSs at the beginning of an upload process is a cost-effective
intervention to boost EHR adoption and increase diagnoses uploads. Specifically, the
effectiveness of the PFS depends more on how information is framed rather than its
length. Willingness to upload medical data is key to EHR success and its benefits, like
better treatment and lower costs.
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Introduction

Background

The digital transformation of healthcare systems holds enormous potential for
improving patient care while at the same time reducing costs [1, 2]. In this process,
the electronic health record (EHR) - which was introduced in Germany in 2021 and
will be implemented nationwide and mandatory for all patients starting on January
1, 2025 - plays a key role. With the EHR patients' health data (e.g. diagnoses,
therapies, vaccinations, discharge reports, emergency data and medication plans) can
be documented, exchanged and viewed [3, 4]. There are several benefits of the EHR
on an individual level: For example, duplicate diagnoses could potentially be
eliminated, and pre-existing conditions, intolerances and medication plans could be
considered during treatment without the patient having to bring a stack of medical
reports to the physician [4]. In addition, using the EHR, physicians should have more
time for the actual treatment of a patient, as they would spend less time on obtaining
patient’s medical history [5]. However, the success of the EHR depends on whether
and under what circumstances patients will use it. In Germany and according to the
Patient Data Protection Act, it is the patient alone who controls what data are stored,
shared and displayed in the EHR [4]. Whereas 3 out of 4 Germans state in recent
surveys that they would use the EHR [6], all respondents in a recent interview study
stated that they were concerned about the data security and data privacy of the EHR
[5], even though the German EHR adheres to the highest possible data security and
privacy standards, which are higher than for most online banking applications [7]. To
ensure successful implementation of the EHR, users should thus be transparently
informed about its privacy and data security standards. Ultimately, we suggest that
knowledge of these standards may reduce privacy concerns and increase the
likelihood of use.

Related Work

‘Notice and choice’ is the most widely used model for ensuring data privacy
worldwide [8, 9]. It comprises two main strategies: privacy notices and privacy
choices. Privacy notices describe how personal data is collected, processed, and
shared with third parties, whereas privacy choices give users control over various
aspects of these practices, including the decision to start and terminate them [8].
Various studies show that privacy notices help users make effective privacy choices,
that is, identify and use systems with high privacy and data security standards and
reject those that are less secure [10, 11]. The most frequently used privacy notices
are privacy policies, which are public documents where companies describe their data
collection and data use practices in detail [12]. Since the introduction of the General
Data Protection Regulation (GDPR) in 2018, privacy policies are mandatory for all
providers that collect personal data in the EU [13]. However, privacy policies are
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often not read by users, e.g., because they are long and use legal jargon, which is
difficult to understand if not incomprehensible for most users [14-18]. Thus, an
alternative strategy to communicate data security and privacy standards is
warranted if they goal is to inform patients transparently about the security of their
data. Ultimately, more transparent privacy notices have been shown to increase user
control [19], trust in the provider [20, 21] and reduce privacy concerns and increase
EHR use [22-24]. Research concerning with social network sites (SNS) indicates that
such information may increase the perception of control, which in turn can lead to
greater willingness to disclose personal and sensitive information [25, 26].

To create more user-friendly privacy notices, previous research suggested a simple
list of questions that describe exactly what happens to the data [27]. In contrast to
privacy policies, such simple lists or transparency features use easy-to-understand
language to provide a brief overview of relevant privacy practices [28]. Whereas a
study in the eCommerce domain demonstrated that transparency features positively
influence purchase numbers [29], another study with SNS showed more multifaceted
results. Users’ decision to disclose their data depended on the privacy policies
mentioned in the transparency feature, for instance, how well the data were
protected and when the information was made available to users (e.g., the temporal
proximity to the decision to disclose data) [30].

Although a transparency feature is meant to summarize essential information of
privacy policies, it is unclear which information users consider essential. Some
evidence to answer this question can be found in the transparency for trust principle,
which summarizes three information needs of mHealth app users [31] based on
experimental studies, systematic reviews, and reports of patient concerns: a) what
data are collected? b) how they are stored (e.g., anonymized or encrypted)? and c)
who has access to the data?

In addition, there is some research as to how this information should be best
communicated. First, it is stated that transparency features should be easy to
understand and read [32]. Second, both text length and word choice have been said
to influence users’ data disclosure [14, 33, 34]. Third, in our own study [35], we
created a privacy fact sheet (PFS) based on these recommendations and showed that
a longer, more detailed text can increase users’ decision to upload their data to the
EHR compared to a shorter, less detailed version, if provided directly before the
upload decision. Fourth, the framing of information - the way information is
presented to users [36] - influences user’s decisions to disclose their data [25, 37,
38]. For instance, a more specific framing of information categories (e.g., "Privacy
Settings" versus "App Settings") [25] and a positive framing (e.g., "tag me" versus "do
not tag me") [38] increased users’ willingness to disclose personal information in the
context of SNS. Additionally, a social framing emphasizing peer behavior (e.g., "a
majority of users accept cookies") increased cookie acceptance [37].

In the present article, we build on and extend previous findings by framing
transparency features around the concept of data autonomy. Specifically, research
has shown that users want control over their own (health)data [19, 20, 39] and that
perceived control may increase technology use [22-24, 30]. Thus, we investigate
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whether framing privacy information around how EHR users can control their data
in and with the EHR increases their decisions to upload medical reports.

Aim of this Research and Approach

In this study, we pursue two objectives: (1) we aim to replicate our previous finding
that displaying a PFS at the point of data disclosure and longer rather than shorter
texts make EHR uploads more likely, and we aim to extend these findings by
examining whether (2) the framing of a PFS around what the EHR does (an EHR-
centered framing) or what it allows its users to do (a patient-centered framing) has
an additional effect on the likelihood of EHR use. To achieve these goals, we
empirically investigate the influence of a long and a short PFS with either system-
centered or patient-centered framing on EHR upload behavior. After discussing the
results, we derive practical implications, reflect limitations of the study and provide
a conclusion.

Methods
Ethics Approval and Consent to Participate

This study was approved by the Ethics Committee of the Department of Psychology
and Ergonomics at Technische Universitit Berlin (tracking number:
AWB_KAL_02_230510_Erweiterungsantrag). Participants volunteered to participate
in the survey, and informed consent was required. On the first page of the survey,
participants were told about the investigator, the study purpose, what data were to
be collected during the study, and where and for how long they would be stored.
Participants had the possibility to download a pdf providing the above information.
Before they were asked for informed consent, participants were informed about the
duration of the survey (approximately 7 minutes) as well as the compensation for
participation.

Participants

The study was conducted between September 2 and September 16, 2023. Based on
an a priori power analysis for a logistic regression with two dichotomous
independent variables (text length and framing of the PFS), a false positive rate a of
0.05, and a power of 1-$=0.80, calculated a sample size of n=230 participants. We
oversampled participants by 20-30% based on dropout rates observed in a
preliminary study, resulting in a total of n=295 participants [35].Individuals aged 18
years and older residing in Germany participated in the study. Sampling was
conducted through Prolific, a click worker platform characterized by high data quality
[40]. Participation was compensated with 1.40€ (US $1.48) according to minimum
wage. The mean participation time was 8:12 minutes (SD 3:22 minutes) and the
median was 7:15 minutes.

Design

We used a 2-factorial between-subjects design with the independent variables (IVs)
text length (long vs. short) and text framing (patient-centered vs. EHR-centered)
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along with a control group (no PFS displayed). The five experimental conditions
included (1) no PFS, (2) a short, EHR-centered PFS, (3) a long, EHR-centered PFS, (4)
a short, patient-centered PFS and 5) a long, patient-centered PFS that were
administered immediately before participants were asked to decide whether to
upload a medical report to an EHR click dummy. Participants were randomly assigned
to one of these conditions in parallel (single-blinded, simple randomization, ratio:
1:1:1:1:1) using LimeSurvey's built-in “rand” function. The dependent variable was
the decision to upload the diagnosis, that is, whether participants were willing to
upload the medical findings to the EHR [41, 42].

Materials

Following a standard methods in technology acceptance studies [43], we used a case
vignette to evoke a typical situation in which an EHR would be used. The vignette
describes a scenario in which participants are first asked to imagine that they are
suffering from moderate to severe depression and then to decide whether to upload
this report to their EHR. We chose a stigmatized disease because uploading reports
on such diagnoses is perceived as riskier, highlighting privacy issues [41, 42, 44] and
thus increasing the likelihood that participants will pay attention to privacy and data
security notices. The case vignette can be found in the Appendix.

To create the PFSs, we identified content based on the "privacy and data security”
category of the transparency for trust principles [31]. According to these principles,
privacy notices must specify which data leave the system, how they are stored and
protected and who has access to the data. On this basis, we identified four categories
of information related to data security, data control, storage duration and storage
location. Content for each of these categories was created based on actual information
on the German EHR. We formulated all texts following the guidelines for improving
instructional and informational texts [34, 45], including unequivocal headings,
standard rather than technical language and short summaries of the content of each
category. In the end, each of the four information categories consisted of a category
heading, a short summary and more detailed information. For the short version of the
PFS, only the headings and the short summaries were displayed, whereas in the long
version the more detailed information was displayed in addition to the headings and
the summaries. Figure 1 shows the English versions of the PFSs used, comparing the
short and long text formats.
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Attention! Information About
Data Security

Data Control

You decide which medical findings you want
to store in the eCare app and determine who
can access which findings and for how long.

Data Security

You can protect your medical findings from
unauthorized access with the eCare app.

Data Deletion

You can delete all medical findings in the
eCare app at any time.

Continue

Attention! Information About
Data Security

Data Control

You decide which medical findings you want
to store in the eCare app and determine who
can access which findings and for how long.

In the "Settings" of the eCare app, you can
specify who is allowed to view, store, and/or
delete your medical findings. You must
actively agree before others can view your
medical findings. Even your doctors can only
access your medical findings if you have
previously allowed it.

Data Security

You can protect your medical findings from
unauthorized access with the eCare app.

All data you upload to the eCare app is
encrypted before being stored on data
protection-compliant servers in Germany. Only
you and those to whom you have granted
access can decrypt your medical findings and
thus read their contents (end-to-end
encryption).

Data Deletion

You can delete all medical findings in the
eCare app at any time.

You can delete individual medical findings in

Figure 1. Privacy fact sheets, used in the study with (A) short and (B) long text formats.

To create a patient-centered framing of the PFS, the information was formulated in
such a way that the users of the EHR app were actively addressed as actors and had a
clear understanding of the extent to which they themselves can use the EHR to
exercise control over their data ("You can protect your medical findings from
unauthorized access with the eCare app"). For the variant of the PFS with an EHR-
centered frame, the information was formulated in such a way that the EHR app is
described as the main actor and control instance (“The eCare app protects your
medical findings from unauthorized access”). Figure 2 shows the English versions of
the PFSs, comparing the EHR-centered and patient-centered framing. The English
translation of the full texts can be found in the Appendix.
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Attention! Information About
Data Security

Data Control

The eCare app can store selected medical
findings and controls who can access which
findings and for how long.

Through the "Settings” of the eCare app, it is
controlled who is allowed to view, store, and/
or delete findings. The eCare app only
releases findings to others with active
consent, Doctors are also allowed access to
findings by the eCare app only after they have
been released.

Data Security

The eCare app protects your medical findings
from unauthorized access.

The eCare app encrypts uploaded findings
before they are stored on data protection-
compliant servers in Germany. The eCare app
allows only those who have been granted
access to decrypt findings and thus read their
contents (end-to-end encryption).

Data Deletion

With the eCare app, all medical findings can
be deleted at any time.

Through "Settings" in the eCare app, individual
findings can be deleted at any

Attention! Information About
Data Security

Data Control

You decide which medical findings you want
to store in the eCare app and determine who
can access which findings and for how long.

In the "Settings” of the eCare app, you can
specify who is allowed to view, store, and/or
delete your medical findings. You must
actively agree before others can view your
medical findings. Even your doctors can only
access your medical findings if you have
previously allowed it.

Data Security

You can protect your medical findings from
unauthorized access with the eCare app.

All data you upload to the eCare app is
encrypted before being stored on data
protection-compliant servers in Germany. Only
you and those to whom you have granted
access can decrypt your medical findings and
thus read their contents (end-to-end
encryption).

Data Deletion

You can delete all medical findings in the
eCare app at any time.

You can delete individual medical findings in

Figure 2. Privacy fact sheets, used in the study with (A) EHR-centered and (B) patient-centered framing.

For the study, an interactive functional prototype (a click dummy) was created using
FIGMA (a software for interface design) and modeled after the mobile EHR
application (the eCare app) of a German health insurance company (the BARMER).
This prototype allows a realistic interaction with an EHR. Specifically, the prototype
gave participants the ability to upload medical reports, to grant, or revoke
permissions to view them, and to create medication plans. Only the "Upload findings"
function was used in this study.

We used LimeSurvey (version 3.28.3+220315) to create and conduct an 8-page online
survey. The EHR prototype was embedded in the survey using iFrame. LimeSurvey
software was used to ensure that all questions had to be answered to complete the
study and receive compensation. As manipulation checks, we queried perceived
reading speed and perceived control over their data for each PFS, assuming a high
perceived reading speed for a short length and a high perceived control over data for
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the text with patient-centered framing. The items for perceived reading speed and
perceived control over data were self-constructed and pre-tested, following standard
guidelines for the construction of items, such as the use of simple language, short,
specific, and neutral wording (e.g., no leading questions or double negation) and one-
dimensionality (i.e., question could only refer to a single fact) [46, 47]. Both
manipulation checks were measured using a 7-point Likert scale ranging from 1
("Strongly disagree") to 7 ("Strongly agree"). The decision to upload the finding was
measured using a dichotomous item (yes/no) [35, 41]. The full questionnaire can be
found in the Appendix.

Procedure

The study procedure is shown in Figure 3. The survey consisted of 4 parts. After giving
their informed consent according to the WMA Declaration of Helsinki, participants
read the case vignette (1). Then participants could interact with the click dummy of
the EHR app (2). First, participants were asked to select a medical report based on
the findings discussed in the case vignette as preparation for the uploading procedure
(2a) and were randomly assigned to one of the five experimental groups (i.e., no PFS,
short, EHR-centered PFS, long, EHR-centered PFS, short, patient-centered PFS and
long, patient-centered PFS). As part of the uploading process, participants in the four
intervention groups were then each shown the corresponding PFS (2b). Participants
then decided whether they wanted to upload the report to their EHR (2c). Afterwards,
participants in the experimental groups were asked questions about the content of
the PSF to ensure that the text had been read (attention checks) and about the
perceived reading speed and the perceived control over data (manipulation checks)
(2d). Next, the questionnaire was answered by the participants (3). Finally,
demographic characteristics (age, gender, education level, and experience with
mHealth applications) were collected as control variables, and participants were
given the opportunity to declare their responses invalid in case they did not pay
sufficient attention to the instructions provided, while still receiving compensation

(4).

Interaction with the EHR .
Demographics

Reading the
case vignette

Answering the Gender &

further

Selecting the Displaying Attention / questionnaire

MC checks information

Upload

medical rivacy fact
P v request

finding sheet

Figure 3. Overview of the study procedure.

Hypotheses

In summary, we hypothesize that a short PFS will result in high perceived reading
speed and the patient-centered framing in a high perceived control over data. We
further hypothesize that the upload decision is positively influenced by showing a PFS
versus no PFS (H1). More specifically, a long PFS will result in more uploads than a
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short PFS (H2) and a patient-centered framing will result in more uploads than an
EHR-centered framing (H3).

Analyses

We cleaned and analyzed the data using RStudio (version 1.3.1093). The influence of
a PFS on the upload decision was tested using a generalized linear model (logistic
regression with dummy coding). To test the hypotheses, we used planned contrasts.
We adjusted p-values to mitigate multiple testing problems using the Benjamini-
Hochberg procedure [48]. The analysis regarding perceived reading speed and
perceived control over data were performed using t-tests.

We also included a robustness check of the results: To control for potential influences
of demographic and interindividual variables that could bias coefficients and p-
values, we used multiple logistic regression [49]. To not bias p-values as a result of
controlling, we only included variables in the model that have been shown to have a
causal relationship with the independent variable (i.e., causal confounders): age,
education level, and experience with the mHealth systems [20, 50, 51]. P-values were
adjusted for multiple testing again using the Benjamini-Hochberg procedure [48].

Results

Survey Characteristics

A total of 295 observations were collected, of which 68 records were excluded.
Specifically, 20 records were excluded because of incomplete questionnaires, 45
because they failed attention checks, and three because they were marked as invalid
by participants. Figure 4 shows how the trial was conducted and participants
allocated to the intervention groups, and their records analyzed as a flow chart.

Assessed for eligibility (N=295)

-
c
o Excluded (n=20):
g * Participation aborted (n=20)
[
c
w
| Randomized (N=275) ‘
c Experimental group 1 Experimental group 2 Experimental group 3 Experimental group 4 Experimental group 5
2 (n=55) (n=73) (n=49) (n=52) (n=46)
§ No PFS short, system-centered long, system-centered short, patient-centered long, patient-centered
= Received allocated Received allocated Received allocated Received allocated Received allocated
< intervention (n=55) intervention (N=73) intervention (n=49) intervention (n=52) intervention (n=46)
Analyzed (n=42) Analyzed (n=45)
g | - " gt e || e -t o o s || e
= Excluded from analysis AT g Excluded from analysis h 5 8 Excluded from analysis
ol 4 invalid (n=1) & ; invalid (n=1) e ;
c due to self-labeling as . due failing attention . due failing attention
< invalid (n=1) Excluded from analysis checks (n=8) Excluded from analysis checks (n=1)
hila U due failing attention a due failing attention
checks (n=30) checks (n=6)

Figure 4. Flow chart of participant assignment to the experimental groups and exclusions.
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The remaining sample of 227 observations (96 female, 125 male, 4 diverse, 2 no
information) was used for further analysis. Table 1 summarizes the demographic
characteristics of the sample.

Table 1. Demographic data of the sample (N=227).

. Short, Long, Short, Long, Pat-
Demographic  NoPFS  pyp Cent EHR.Cent Pat-Cent Cent Total
characteristics (n=54) (n=42) (n=41) (n=45) (n=45) (N=227)
Age (years), mean 29.91 29.9 32.27 29.56 29.18 30.12
(SD) (8.84) (8.89) (9.35) (10.16) (7.5) (9.04)
Gender, n (%)
female 27 (50) 21 (50) 14 (34.1) 16 (35.6) 18 (40) 96 (42.3)
male 26 (48.1) 20(47.6) 26(63.4) 27(60) 26 (57.8) 125 (55.1)
diverse 1(1.9) 1(2.4) 0(0) 1(2.2) 1(2.2) 4(1.8)
no answer 0(0) 0(0) 1(2.4) 1(2.2) 0(0) 2(0.9)
Education, n (%)
Highschool / 24 (444) 22(52.4) 17 (41.5) 26(57.8) 19 (42.2) 108 (47.6)
vocational
education
Bachelor degree 16(29.6) 10(23.8) 9(22) 13 (28.9) 13 (28.9) 61 (26.9)
Graduate degree 14 (25.9) 10(23.8) 15(36.6) 6(13.3) 13 (28.9) 58 (25.6)
or higher
Experience with
mHealth apps, n
(%)
No use 28(51.9) 19(45.2) 21(51.2) 27 (60) 25 (55.6) 120 (52.9)
Regular use 26 (48.1) 23(54.8) 20(48.8) 18(40) 20 (44.4) 107 (47.1)

Note: EHR-Cent=EHR-centered, Pat-Cent=patient-centered.

Perceived Reading Speed and Perceived Control over Data

The perceived reading speed and perceived control over data served as a
manipulation check to test our manipulations (see Figure 5). As expected, the reading
speed was perceived as significantly faster when given the short PFS (M 6.41, SD 1.08)
than the PFS with long text format (M 4.64, SD 1.31; t171= 9.71, P<.001). In addition,
the perceived control over data was significantly higher for the PFS with patient-
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centered framing (M 6.5, SD 0.9) than EHR-centered framing (M 4.66, SD 1.21; t171= -
11.363, P<.001). Consequently, we assume that our manipulations were successful.

A B

o S
$ 6] Q6
> &
2 s
34 g4
& 5
o =
22 Q 2;
o o
) o
@ g

0 01

Short Long EHR-Cent Pat-Cent
Text Length Framing

Figure 5. (A) Perceived reading speed concerning the length (short, long) and (B) perceived data security control
concerning the framing (EHR-centered, patient-centered) of the PFS. The horizontal line in the box represents the
median. Note: Pat-Cent = patient-centered and EHR-Cent = EHR-centered.

Upload Behavior

Displaying a PFS generally increased uploading behavior (z=2.444, P=.015), thus
supporting H1. Specifically, when participants received the PFS, they were four times
as likely to upload the report to the EHR (OR 4.276; 95% CI 1.333- 13.717). There was
no significant difference in the upload behavior regarding the length of the PFS
(z=1.821, P=.069). Consequently, H2 is rejected. A PFS with patient-centered framing
increased upload behavior compared to the EHR-centered framing (z=2.928, P=.003),
thus supporting H3. Participants seeing the PFS with patient-centered framing were
four times more likely to upload the report to the EHR compared to participants
seeing a PFS with EHR-centered framing (OR 4.043; 95% CI 1.587-10.301). The
summary of the results of the logistic regression are shown in Table 2. The proportion
of uploads by PFS framing and text length is shown in Figure 6.

Table 2. Results of the logistic regression.

95% CI for odds ratio (OR)

Variable z value Pvalue

Lower OR Upper
PFS Displayed 2.444 .015 1.333 4276 13.717
PFS Framing 2.928 .003 1.587 4.043 10.301
PFS Length 1.821 .069 0.936 2.384 6.074

Note: R?=0.112 (Hosmer-Lemeshow), 0.253 (Nagelkerke), 0.228 (Cox-Snell). Model x?(4)=29.266, P<.001.
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Figure 6. Number of uploads to the EHR in relation to the (A) text length (short, long) and (B) framing (EHR-
centered, patient-centered) of a PFS. Note: EHR-Cent=EHR-centered, Pat-Cent=patient-centered.

Robustness Check

When controlling for interindividual variables, the results remained stable. Showing
a PFS still increased uploading behavior after controlling for all causal confounding
variables (z=2.419, P=.024) as did the patient-centered compared to the EHR-
centered framing (z=2.918, P=.004). In summary, the control variables did not
influence upload behavior.

Discussion

Principal Findings

The results of our study show that displaying a PFS has a positive influence on EHR
use, specifically, the likelihood that users upload sensitive health data. When users
saw a PFS shortly before they were asked to upload a stigmatized diagnosis to their
EHR, they were 4 times as likely to upload this medical finding. This finding contrasts
with previous studies on the effect of PFSs, which showed little, no, or even a negative
impact of PFS on user behavior in non-medical domains, such as online shops, social
networks, and booking portals [28, 30]. This difference may suggest that, to be
effective, privacy notes must be framed around privacy practices that align with
users' interests in the domain at hand [52]. For instance, the domains considered in
previous studies emphasize economic interests in user data. Even if related practices
are transparently communicated, users may (still) disagree with them [28]. In
contrast, in our study the PFS emphasized patient-centered use and control over
health data that are to be used for one’s own benefit.
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A surprising finding is that the framing but not the length of the PFS influenced upload
behavior, which contrasts with our previous findings [35]. When PFS framing and
length are compared, what seems to count for the decision to upload health data to
the EHR is users’ perceived control over their data [19, 20, 22, 30], which was
maximized using a patient-centered framing of privacy control policies (see Figure
5B). That is, users’ willingness to engage with the EHR increases if they information
about what they can do to control their data privacy and security rather than lengthy
descriptions of what the EHR app can do for them. Thus, our study demonstrates that
even a short but well-calibrated framing can enhance patient’s perceived control over
their health data, which in turn can significantly impact their willingness to upload
medical findings into the EHR. This underscores the importance of carefully designing
and testing the presentation of privacy information to align with the specific
expectations and needs of users in the context of health data management.

Implications

The opportunities offered by implementing PFSs in the EHR should be considered by
healthcare stakeholders. Our study shows that PFSs can not only reduce general
privacy concerns but may also address disease-related concerns, for instance, related
to stigma [41, 42]. A patient-centered compared to an EHR-centered framing is
perceived as providing greater control over one's data and increases users’
willingness to upload medical reports into the EHR. If implemented on a large scale,
the illnesses, allergies and medications of more patients could be considered in
diagnostics and therapies. This, in turn, could lead to more efficient processes and
reduce costs in the healthcare system. Furthermore, extensive health data sets
increase the likelihood that treating physicians can diagnose rare diseases by
accessing the experiences and diagnoses of other clinicians [2].

Limitations and Future Directions

There are several limitations of our study, which need to be considered in subsequent
studies. Previous survey studies report that the adoption and approval of data-
gathering technologies are significantly influenced by cultural factors [53]. In
comparison to citizens of other European countries, the German population is said to
be particularly cautious when disclosing personal information online [54], yet 93%
of the population are internet users [55]. Given that data were collected solely from
German residents, future studies should validate the applicability of these findings
with studies in other countries to help better understand the role of cultural
differences.

Furthermore, in the case vignette, we used a stigmatized illness (depression) to make
the interaction riskier and thus focus on privacy issues. However, this approach limits
the generalizability of our findings. Future studies should test the applicability of PFSs
across a range of diseases with varying disease-related stigma. In order to further
strengthen the validity and generalizability of our results, two follow-up studies
should examine the perspectives of people who (1) are already affected and those
who (2) are not affected and compare them with the results of this study.
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Additionally, our study faced limitations due to uncontrolled conditions like
participant’s location and potential distractions, as participants completed the
questionnaire online. Future research could validate our findings through a
laboratory study, ensuring a more controlled environment.

Finally, although a realistic click dummy was used, ta survey study hardly allows
participants to immerse themselves. In a follow-up field study, researchers could
collaborate with health insurers to gather real-world data on uploading behavior with
an actual EHR. Conversely, our online study could not control for the situation in
which participant answered our questions. Future research should validate our
findings also in a lab study, ensuring a more controlled environment.

Conclusions

Our results show that displaying a PFS to EHR users may increase their decisions to
upload medical reports to the EHR. Specifically, our findings indicate that the patient-
centered framing, specifying how users can control their data with and in the EHR
app, increases user perceptions of control over their data and boosts the likelihood of
EHR uploads, where the length of the PFS does not. This suggests that the
effectiveness of PFS in enhancing user engagement is more dependent on how the
information is presented than on the quantity of information provided [35]. To
increase EHR adoption for users with data safety concerns (e.g., as in Germany),
displaying PFSs with a patient-centered framing as part of the upload process could
be an inexpensive but effective intervention to increase the EHR uptake and
technology acceptance. Ultimately, this could help ensure that more patients enjoy
the benefits of these systems (e.g., more efficient healthcare processes, improved
treatment outcomes, and reduced costs) and promote health equity.
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