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24 Abstract
25 The traditional use of sealed envelopes for randomisation is susceptible to manipulation and the risk of 

26 damage to envelopes during shipping and at storage. Additionally, the filling and sealing envelopes is, 

27 tedious, time-consuming, and error prone. Other randomisation alternatives such as web-based methods 

28 are preferred. However, they are expensive and unsuitable in settings with poor internet infrastructure. 

29 Mobile phone-based randomisation using Short Message Service (SMS) potentially offers a low-cost 

30 and reliable alternative. 

31 We developed an SMS-based method for random allocation of treatments. Plain text messaging or an 

32 Android app were used to formulate text messages using a fixed syntax consisting of participant unique 

33 identifier, trial site, stratum, and the trial name as input parameters. The system verified the input 

34 parameters and obtained an allocation from the database before returning a response to the sender. The 

35 text response contained the details of the treatment allocation. The study was done in two sites of a 

36 multi-site 3x2 factorial clinical trial in Kenya involving two interventions with up to nine possible 

37 allocations. We evaluated the accuracy of treatment allocations against the master randomisation list 

38 for each randomisation SMS processed, and SMS latency in seconds. A post-implementation survey 

39 was conducted to evaluate user feedback. 

40 A total of 218 participants were randomised between 7th February 2022 and 11th April 2022, out of 

41 which 179 were randomised to only one arm while 39 were randomised to both treatment arms. 
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42 Allocation accuracy was 100%. Median latency was 22 seconds with the fastest message processed in 

43 10 seconds and the slowest (non-network delayed) message processed in 2129 seconds. Four users 

44 completed a post-implementation survey. The pilot study demonstrated that SMS randomisation to be 

45 easy, user-friendly, fast, and accurate and a feasible alternative randomisation technique. 

46 Author Summary
47 While conducting a randomized clinical trial with a sample size of more than 4000 participants, in 

48 routine care settings in Kenya, we encountered a challenge with the approach to randomisation. In our 

49 study protocol we settled on the use of sealed opaque envelopes for allocation concealment. This 

50 approach, given our large sample size and nine possible treatment allocations, necessitated the 

51 preparation of an overwhelming (4000x9) envelope stratified across 12study sites. This manual process 

52 was tedious, time consuming and error prone, with issues arising such as mislabelling, empty 

53 envelopes, and some being damaged in storage or transit. 

54 Recognizing these challenges, our team was prompted to innovate an alternative digital solution, with 

55 the ultimate aim of establishing a proof of concept that could support future clinical trials in routine 

56 care settings. Given the high mobile penetration in Kenya, we sought to leverage SMS-based mobile 

57 communication as a means of determining treatment allocation for study participants. We developed a 

58 platform capable of accommodating both Android and feature phones using open-source tools. Our 

59 findings indicate that SMS is a fast, user-friendly, and low-cost method, presenting a viable solution 

60 that could potentially revolutionize randomisation in clinical studies. However, it is important to note 

61 that our testing of this method was limited to only two study sites. Despite this, our study lays the 

62 groundwork for digital randomisation and hopefully inspire future advancements in health research.
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63 Introduction
64 Randomisation of participants in clinical trials has become the standard method of experimental control 

65 aimed at reducing selection bias and eliminating confounding from known and unknown factors(1). 

66 The process of randomisation generally involves two steps: (i) Generating an unpredictable sequence of 

67 random assignments, and (ii) Implementing the sequence in a way that conceals the treatment assigned 

68 to potential study participants until eligibility is determined(2,3). Failure to achieve proper 

69 randomisation and allocation concealment may result in biased estimates of treatment effects and 

70 potential loss of integrity of trial results(4). 

71 Traditionally the use of sequentially numbered, opaque, sealed envelopes has been regarded an 

72 acceptable method for concealing allocation of interventions in trials. However, this method is now 

73 falling out of favour due to vulnerability to manipulation(5). Furthermore, sealed envelopes are 

74 susceptible to damage during shipping and storage. The process of filling and sealing envelopes is also 

75 a time-consuming manual process which is prone to human error, particularly in large complex studies. 

76 In response to the limitations associated with sealed envelopes and recognising inadequate 

77 methodological approaches in controlled trials, there is a growing inclination towards the adoption of 

78 centrally administered web-based or telephone-based randomisation in large studies. However, 

79 implementing these methods is challenging in settings with inadequate communication infrastructure(6) 

80 and unreliable internet connectivity. 

81 An alternative approach to randomisation, which is low in cost, auditable, and particularly suited for 

82 Low- and Middle-Income Countries where access to mobile phone technology has rapidly 

83 expanded(7,8), involves the use of mobile phone-based Short Messaging Service (SMS). SMS is a 

84 method of communication that transmits text messages up to 160 characters in length, between mobile 
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85 devices or from a computer to a mobile device. Kenya is reported to have 98% mobile penetration 

86 amongst adults(9). 

87 Bulk messaging enables the synchronous delivery of SMS text messages to a vast number of recipients 

88 minimizing delays and overlapping requests. In clinical trials, text messaging has proven effective in 

89 reducing missed appointments(10) and has served as a cost-effective intervention for managing patients 

90 with chronic illnesses(11–14). 

91 We developed an SMS-based method for random allocation of treatments and subsequently undertook 

92 a pilot study comparing an SMS-based randomisation platform versus the conventional approach using 

93 sealed opaque envelopes. The study was conducted in parallel with a 3x2 factorial pragmatic 

94 randomised controlled trial of alternative treatments for severe pneumonia among children aged 2-59 

95 months(15). 

96 Our aims were to evaluate the feasibility and accuracy of randomisation using text messaging by 

97 estimating the response time of SMS delivery for randomisation requests, assessing the user experience 

98 for envelope randomisation and SMS randomisation approaches, correct treatment allocation, and 

99 determining allocation sequence concordance for envelope randomisation and SMS randomisation.

100 Results 
101 Between February 2022 and May 2022, 218 participants were successfully randomised in the two 

102 participating clinical trial sites using the SMS approach. One seventy-nine (82.1% - antibiotic arm) 

103 participants were randomized in one step and 39 (17.9% - antibiotic & supportive care arm) were 

104 randomized in two steps. 
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105 In the testing and pilot phases of the study, we logged a total of 580 SMSes, which we categorized as 

106 shown in Table 1. We noted various types of SMS requests. For 151 (26%) that fell under the 'invalid 

107 non-authorized request' category, messages consisted of syntax completely unrelated to randomisation, 

108 often missing the keyword 'randomize'. The system reported 22 (4%) requests attempting to randomize 

109 participants who were already allocated treatments. One SMS reported under the ‘exhausted sequence’ 

110 category was a test case scenario where the allocation sequence was no longer available for 

111 randomisation. Two unregistered users made attempts to randomise participants, while 402 (69%) 

112 requests had valid syntaxes that were processed, and an allocation treatment was delivered to the user 

113 as a response.

Table 1: Total SMSes processed during the testing and piloting phases of the study.

Text request category Count Percentage (%)

Duplicate attempts 22 4

Exhausted sequence 1 0.2

Invalid non-authorized request 151 26

Non-authorized valid request 2 0.3

Valid successful randomisation 402 69

Unregistered user 2 0.3

Total 580 100
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The SMS latency for the valid successful randomisation processed requests are as shown in Table 2. 

The median latency was 22 seconds, with the fastest processed SMS taking just 10 seconds (IQR 29.75 

seconds). We observed one delayed response, which was eventually delivered 35 minutes later. It 

stands out as an outlier as majority of the SMSes were processed under 100 seconds.

Table 2: SMS latency IQR table for valid successful randomisation requests.

Latency 

range

Total

SMSes

Min. 1st Qu. Median Mean 3rd Qu Max.

Less than 

100 secs

393(98%) 10.00 16.00   21.00   31.65 44.00   96.00

All 402 10.00   16.00   22.00   46.05 45.75 2129.00

114

115 Allocation accuracy was 100% when compared to the allocation sequence. 

116 Four clinicians completed a post-pilot survey. From the responses it took a clinician less than two 

117 minutes to compose a randomisation text. Two exclusively used the mobile app for randomisation, 

118 while two utilized both feature phones and the app. Generally, the clinicians reported that they found 

119 SMS randomisation easy to grasp and use. However, opinions on preference were split; two clinicians 

120 favoured envelopes, while two preferred text messaging. The Android application was notably 

121 preferred over manual texting for composing the randomisation texts.  A recurring challenge was 

122 forgetfulness in using text randomisation.
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123 Discussion

124 Our research provides unique insights as, to the best of our knowledge, it is the first study investigating 

125 a Mobile SMS randomisation approach in a low-income setting within a complex randomized 

126 controlled clinical trial. Envelope randomisation, a manual and traditional method, is reliant on the 

127 integrity of filling, sealing, transporting and storage of envelopes, highlighting the need for digital 

128 alternatives such as SMS. In our pilot study, we found SMS randomisation to be user-friendly, 

129 efficient, fast, and accurate. It also addressed significant challenges associated with envelope 

130 randomisation, such as the time-consuming process of preparing envelopes and uncertainties related to 

131 envelopes being unsealed or damaged. Additionally, it eliminates the needs for paper, printing, and 

132 shipping. 

133 Given the high mobile penetration and widespread use of SMS messaging (16) with a the low cost of 

134 SMS  at $0.0078 per unit, the potential of SMS randomisation is evident. SMS processing through a 

135 local network recorded a turnaround time of 22 seconds. This highlights the approach’s practical 

136 potential in pragmatic trials, ensuring that there are no delays in service delivery within a busy public 

137 routine care hospital setting during SMS randomisation. The introduction of the mobile application that 

138 automated SMS formulation made randomisation more efficient, and no internet connectivity was 

139 needed. Despite the predominance of feature phones in the Kenyan Market(17), our solution 

140 demonstrates versatility, proving that mobile applications and feature phones can be seamlessly 

141 integrated and used interchangeably for SMS randomisation. This ensures broad accessibility and 

142 efficiency across different device types.

143
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144

145 Digital randomisation techniques

146 As randomisation is a key determinant of the effectiveness of a clinical trial, trialists need to embrace 

147 improved and innovative methodologies that include the use of technology where applicable. Trialists 

148 are increasingly exploring digital options for conducting randomised controlled trials to mitigate 

149 challenges affecting recruitment in clinical trials(18–20). Digitization stands out in ensuring correct and 

150 accurate treatment allocation. This not only helps in maintaining the integrity of the clinical trial but 

151 also plays a crucial role in minimizing and scrutinizing potential biases in trial outcomes, thereby 

152 enhancing the credibility of the results. Clinical trial monitoring becomes more efficient as trial 

153 progress can be readily traced in real-time through a randomisation dashboard integrated into the trial 

154 data collection process. This feature is particularly beneficial for adaptive clinical trial designs, where 

155 the ability to make data-driven decisions in real-time is paramount(21).

156 Clinical trials in low-resource settings

157 Mobile-based randomisation can solve a number of clinical trial challenges inherent in low- resource 

158 settings such as financial constraints, operational barriers such as remote locations of study sites, and 

159 limited human capital (22). Setting up clinical trials with complex designs can be prohibitively  

160 expensive in such settings (23). This calls for effective methods of conducting trials that deliver 

161 credible results while minimizing cost. Our approach, developed using open-source tools, serves a 

162 testament to the feasibility of digitizing clinical trial methods in low resource settings. Representing 

163 marginalised populations in health research and innovation is crucial for addressing the significant 

164 disease burden in low-income countries in a fair and equitable manner (22,24–26). There is an urgent 
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165 need for investment in solutions that will increased the number of clinical trials conducted in low-

166 income countries (27). As our approach only targets two components of clinical trials – randomisation 

167 and trial monitoring – additional research is required to pilot other low-cost tools that could improve 

168 the quality of clinical trials in similar contexts. 

169 Limitations and recommendations

170 We acknowledge various limitations to our study. The pilot was done in a restricted context with 

171 limited number of users and trial sites. Users were clinicians already involved in the larger randomized 

172 controlled trial, which could have influenced their feedback and experience. There may be learning 

173 curve or initial hesitations for naïve. Clinicians admitting to often forgetting to send the text request 

174 after opening the envelope also highlights a behavioural aspect that could be addressed in future 

175 implementations to ensure consistent use of the system. The application logic was informed by a simple 

176 randomisation technique and tested in an urban setting in Kenya setting with local SMS service 

177 providers. This paper does not extend the discussion to implementation in other countries or in rural 

178 Kenya where network connectivity may be unstable. Nonetheless, our findings are promising and 

179 recommend conducting pilots in various settings, clinical trial designs, and geographical locations.  

180 Future iterations of the SMS-based system could introduce enhancements that optimize reliability and 

181 guarantee integrity.

182 Conclusions

183 The promising results from our pilot indicate that there is potential for wider implementation in large-

184 scale clinical trials. The observed improvements in efficiency, high accuracy, and user acceptance point 

185 to the viability of SMS randomisation in clinical research in both low and high resource settings. We 
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186 used open-source tools for the development and testing of the SMS platform, ensuring accessibility for 

187 further development and improvements. This lessons from this trial serve as a reference point for future 

188 low-cost technology-driven innovations to expand the reach and quality of clinical trials globally.

189 Materials and methods
190 We conducted a prospective two-arm pilot study nested within an actively recruiting randomised 

191 controlled trial. This study was conducted in two phases. The development phase (Phase 1) involved 

192 the design specification of the SMS platform, and initial testing in web-based, text messaging and 

193 Android applications. The implementation phase (Phase 2) involved deployment of the application at 

194 two public hospitals in Kenya: Machakos Level 5, and Mama Lucy Kibaki Hospitals, selected 

195 purposively from a pool of 12 clinical trial sites due to their high participant recruitment rates.

196 Phase 1: Development phase

197 We designed and developed a three-tier SMS-based randomisation system consisting of data, 

198 application, and presentation interfaces (Figure 1). The requirements of the application were derived 

199 from standard operating procedures for randomisation in the larger clinical trial. Therefore, the logic 

200 was structured to accommodate a multi-step factorial randomisation design involving two interventions 

201 with up to nine possible allocations (Figure 2). 

Figure 1: SMS platform design framework. The data tier stored all the system data, the business 
logic tier processed all the system transactions, and the presentation tier was the point of interaction 
between the user and the system.

202

Figure 2: Factorial allocation of treatments. Three antibiotic treatment arms (crystalline penicillin & 
gentamicin, ceftriaxone, and Intravenous (IV) amoxicillin-clavulanic acid) and two supportive care 
treatment arms (Nasogastric feeds and IV fluids).
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203 Each message consisted of a predefined ordered syntax comprising the participant unique identifier, 

204 trial site, stratum, and trial name. Detailed descriptions of the syntax, message scenarios, and expected 

205 responses are provided in Table 3 and Table 4.

Table 3: SMS formulation syntax of a randomisation request.

Type of message Input parameters formats Example text

A request to randomise a 

participant in each stratum at a 

trial site in a multisite clinical 

trial.

Randomise [IPNO] to [study 

name] [sitename] [stratum 

name]

{Randomise RL567 to SEARCH 

MKSRT supportive} 

RL567 – IPNO1 

SEARCH – Study name

MKSRT – Site name

Supportive – stratum

A request to randomise a 

participant in each site (not 

stratified) in a multisite clinical 

trial

Randomise [IPNO] to [Study 

name] [sitename]

{Randomise KL789 to SEARCH 

MMLY}

KL789 – IPNO

SEARCH – study name

MMLY – site name

1 The unique patient identifier primarily assigned to a patient at the public hospital.
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Table 4: Various SMS formulation request scenarios and their respective expected responses.

Event scenario Expected response

Non-registered user
The number [phone number] does not belong to an active user who is 

authorised to randomise participants study at [site name]. Contact [ 

administrator contact] for more details.

Exhausted allocation list Random allocations to the [study name] study is no longer available. 

Please contact the study co-ordination centre [Phone number].

Invalid message format

Incorrect message format; use: randomise [IPNO] to [studyID] 

[siteID] or: randomise [IPNO] to [studyID] [siteID] [phoneNO] 

without the straight brackets. You may also add your phone number at 

the end of the message if using an authorised phone that does not 

belong to you.

An attempt to randomise 

a participant twice

The participant with the [IPNO] is already allocated [allocation] by 

[username] at [timestamp].

An attempt to deactivate 

non-existing user

Deactivation failed; there is no record with the phone number [phone 

number] in the list of users.

Successful user 

deactivation

The user with the phone number [phone number], is now an inactive 

user.
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Successful user 

registration

[Username] phone number [phone number], has been added to the 

list of users authorised to randomise participants to the [study name] 

study at the [site name] site.

Delete user
The phone number [phone number], has been removed from the list of 

users.

An attempt to add user 

twice

[username], phone number [phone number], already exists in the list 

of users.

Successful randomisation

Participant [IPNO] has been randomised to [allocation] in the [study 

name] study. The unique number for the participant is [participant 

randomisation ID]. Randomised by [trial staff name] on [timestamp]. 

206

207 The application tier verified the input parameters received from the mobile network operator through 

208 SMS or HTTP via a Representational State Transfer Application Programming Interface (REST API), 

209 obtaining an allocation from the data tier stored on a local database. It then returned a response to the 

210 sender through an SMS. The text response contained details of the treatment allocation, participant 

211 identifier, and identity of the study staff undertaking randomisation. The system was designed to 

212 identify duplicate randomisation attempts using unique patient identifiers (IPNO).

213

214 The randomisation application logged all the SMS processed (Table 5). These included invalid text 

215 messages, duplicated attempts to randomise, non-authorized request from users not registered and 

216 successfully processed valid randomisation requests. Valid randomisation and allocations were logged 
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217 and captured in the administrative dashboard for review during trial monitoring. This log captured 

218 allocations for the two clinical trial arms – antibiotic care and supportive care. Antibiotic treatment 

219 allocation was the first step of randomisation consisting of three antibiotic regimens: crystalline 

220 penicillin and gentamicin, ceftriaxone, and intravenous (IV) amoxicillin-clavulanic acid. Supportive 

221 care arm was allocated as the second randomisation step consisting of two treatments: Nasogastric 

222 (NG) feeds and IV fluids (Figure 2).

 Table 5: SMS requests categories.

No. Category Definition

1 Duplicate attempts A SMS request that attempted to randomize a participant who 

had already been allocated a treatment in any arm. 

2 Exhausted sequence An attempt to randomize when an allocation sequence had 

been exhausted or fully utilized.

3 Invalid non-authorized request A non-authorized user attempted to randomize a participant by 

sending a non-structured SMS. 

4 Non-authorized valid request A non-authorized user attempted to randomize a participant by 

sending a correctly structured SMS.

5 Valid successful 

randomisation

A randomisation attempt that was processed and a treatment 

allocation was sent out as a response to the user.
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6 Unregistered user A user who had not been registered attempts to randomize a 

participant.

223

224 The administrative dashboard was a central hub for monitoring all transactions and randomisation logs. 

225 It stored the randomisation sequence, which was uploaded, during set up allowed administrators to 

226 supervise trial randomisation, manage users, and track recruitment across different sites and strata. A 

227 feature phone and the mobile application served as randomisation access points.

228

229 The mobile application was developed in Java for Android, and the web-based platform was developed 

230 using the PHP Laravel framework. The platform integrated with an SMS Application Programming 

231 Interface (API) from a local premium rate service provider (PRSP). One local mobile network operator 

232 was chosen for piloting due to cost related estimations.  The source code for the SMS dashboard and 

233 the mobile application of this project is archived on GitHub (28,29). The web-based administrative 

234 dashboard is locally hosted on the KEMRI-Wellcome Trust servers following data management 

235 procedures outlined in the study protocol. At the time of development of this manuscript, the mobile 

236 application had not yet been published on the Google Play Store. 

237 Phase 2:  Pilot SMS randomisation 

238 Four clinical trial clinicians carried out the SMS randomisation pilot, with 2 clinicians stationed at each 

239 trial site. All users underwent training on how to use the SMS randomisation prior to piloting. The 

240 SMS platform was implemented in two modes: through text messaging on feature phones and 
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241 smartphones using an Android mobile application. SMS randomisation was conducted alongside the 

242 traditional method of using envelopes. Each clinician was provided with a tablet computer with SIM 

243 card registered to the study. The custom Android application was installed on each of the tablets with 

244 each clinician having a separate account with a designated role to randomise participants. All system 

245 users were pre-registered in the database.

246

247 A study clinician would first screen patients for eligibility and then proceed to randomise them using 

248 sealed envelopes (the primary method) and finally repeat the process using text messaging. 

249 Randomisation requests were submitted in structured text format, either manually typed in the phone’s 

250 default text messaging application or formulated automatically by the Android application. Texts from 

251 the Android app included a phone number at the end, while manually typed texts did not. 

252 Randomisation marked the final step in recruitment before a treatment was allocated to a participant. 

253 Treatment allocation and administration was based on the envelope concealment method. 

254

255 Patient care was always the priority, ensuring that the study procedures did not delay or interfere with 

256 treatment. There was no direct risk to participants from the procedures of this study.  If technical issues 

257 arose, the clinicians were able to call the user support team at the KEMRI-Wellcome Trust Programme 

258 for help. Additionally, weekly review meetings were held to assess progress and address any emerging 

259 challenges. A post-implementation survey was used to evaluate user feedback. We built a user 

260 feedback into the mobile application, which only became active after the pilot implementation was 

261 completed. Each user of the randomisation module completed the questionnaire. The study covered the 
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262 cost of the premium SMS subscription package, ensuring that users did not incur any additional 

263 charges. 

264 Data analysis

265 The SMS platform logged data for each SMS request made, capturing both the initiation time of the 

266 request and the time a response was delivered to the user. This enabled us to calculate a turnaround 

267 time, or SMS latency, in seconds for each processed message. We then analysed the data by computing 

268 the medians with interquartile ranges (IQRs) for turnaround time in seconds. To better describe the 

269 range of SMS requests made, we grouped all requests into 6 distinct categories with each SMS 

270 assigned to a group (Table 5). We only computed the SMS latency for valid randomisation requests 

271 (group 5 in Table 5). A valid request was defined as by the correct structured syntax with all the input 

272 parameters required for randomisation.

273 To determine the validity of an (In-Patient Number) (IPNO), we extracted all IPNOs in each SMS 

274 request and compared them against the IPNOs in the clinical trial database. We evaluated the accuracy 

275 of treatment allocations by comparing SMS request response for treatment allocation with the master 

276 randomisation list for each processed message. Survey responses from all the users were reviewed and 

277 summarized.
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382 S1 Fig.  SMS platform design framework. 

383 The data tier stored all the system data, the business logic tier processed all the system transactions, and 

384 the presentation tier was the point of interaction between the user and the system.

385 S2 Fig. Factorial allocation of treatments. 

386 Three antibiotic treatment arms (crystalline penicillin & gentamicin, ceftriaxone, and Intravenous (IV) 

387 amoxicillin-clavulanic acid) and two supportive care treatment arms (Nasogastric feeds and IV fluids).
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